May 2018

Privacy Notice
This Privacy Notice explains the use and processing of personal data by ARYZTA AG, a
company incorporated in Switzerland (“ARYZTA”, “we”, “us”, “our”), when you access and
browse our website www.ARYZTA.com (the “Website”) or when you contact us through the
Website.
Please read the following to understand our practices regarding your personal data, how we
will treat it and your data protection rights. The Website is not intended for children and we do
not knowingly collect personal data relating to children.
1

Who controls your personal data?

ARYZTA is the controller and is responsible for the personal data we obtain from your use of
the Website. ARYZTA is made up of different legal entities. If you use our ‘contact'; ‘get in
touch’ or career opportunities Website features to contact us we may send your query to the
ARYZTA entity in your selected location and both ARYZTA and the ARYZTA entity in your
location will be controllers of your personal data which is required to respond to your query.
We have arrangements in place intended to ensure your personal data is only used by local
ARYZTA entities in accordance with this Privacy Notice.
If you register with us for career opportunities you will need to create a user name and
password on the Website, and you may select your preference for us to share some of your
career related personal data with internal recruiters who help us with staff recruitment and who
may be located inside and outside of your country.
2

The personal data we collect about you

The type of personal data collected and used by us varies depending upon whether you are a
registered user of a particular feature or service of the Website just browsing the Website.
Typically we collect and process the following kinds of personal data:


Identity and Contact Data such as your name & email address



Profile Data such as resumes/CVs and cover letters



Technical Data



Usage Data including information about how you use our Website

We also collect, use and share aggregated data such as statistical or demographic data for
various purposes. Aggregated data may be derived from your personal data but is not
considered personal data in law as this data does not directly or indirectly reveal your identity.
Where we need to collect personal data by law, or under the terms of a contract we have with
you and you do not provide that personal data when requested, we may not be able to perform
the contract we have or are trying to enter into with you. In this case, we may not be able to
provide all or part of the relevant service. For example, if you are using our career opportunities
feature on the Website and you do not provide personal data necessary to create a user
account we will not be able to give you access to that feature.
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How we collect your personal data


Direct Interactions: You may provide us with your Identity and Contact Data when
contacting us through the ‘get in touch’ Website feature. You can give us your Profile
Data and Identity and Contact Data when registering and using our career opportunities
feature. You may also provide us with your personal data when corresponding with us
by post, phone, email or otherwise.



Automated technologies or interactions: As you interact with the Website, we collect
Technical Data and Usage Data.

In order to apply for a job through the Website and to receive alerts of available ARYZTA job
vacancies, you will need to register an account with us, which will involve you giving us
personal data. We will inform you at the time of collecting personal data from you whether you
must provide the personal data to use the Website or whether the provision of personal data
requested by us is optional. We will inform you at the time of collection whether your personal
data will be accessible to third parties, so that you can decide whether to provide it. It is not
necessary to register a user account in order to search and view the Website. However, we
will receive certain usage Data [Technical Data and Usage Data] when you browse the
Website. This is further explained below.
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How do we use your personal data?

We will only use your personal data when the law allows us to. We have set out below a
description of all the ways we plan to use your personal data, and which of the legal bases we
rely on to do so. We have also identified what our legitimate interests are where appropriate.
We may process your personal data for more than one lawful ground depending on the specific
purpose for which we are using your personal data. Please Contact Us if you need details
about the specific legal ground we are relying on to process your personal data where more
than one ground has been set out in the table below.
Purpose/activity

Type of Data

Lawful basis for processing your
personal data
To respond to any queries Identity
and (a) Performance of a contract with you
you submit through the Contact Data
(b) Necessary for our legitimate interests (for
Website
running our business and to develop new
business)
To manage and respond to Identity,
Contact (a) Performance of a contract with you
your job applications and and Profile Data
(b) Necessary to comply with a legal
preferences
obligation
(c) Necessary for our legitimate interests (for
running our business and staff recruitment)
To administer and protect
our business and the
Website
(including
troubleshooting,
data
analysis, testing, system
maintenance,
support,
reporting and hosting of
data)
To manage our relationship
with you which will include

Identity, Contact, (a) Necessary to comply with a legal
Profile
and
obligation
Technical Data
(b) Necessary for our legitimate interests (for
running our business, provision of
administration and IT services, network
security, to prevent fraud and in the
context of a business reorganisation or
group restructuring exercise)
Identity,
Contact (a) Performance of a contract with you
and Profile Data
(b) Necessary to comply with a legal
obligation
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notifying you about changes
to our terms or privacy notice

(c) Necessary for our legitimate interests (to
keep our records updated and to study how
persons use our services)
and Necessary for our legitimate interests (to
define types of customers for our services, to
keep our Website updated and relevant, to
develop our business and to inform our
marketing strategy)

To use data analytics to Technical
improve
our
Website, Usage Data
services,
customer
relationships
and
experiences

We will only use your personal data for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose. If we need to use your personal data for an unrelated purpose, we
will notify you and we will explain the legal basis which allows us to do so. Please note that
we may process your personal data without your knowledge or consent, in compliance with
the above rules, where this is required or permitted by law.
5

Disclosure of your personal data

Except as set out in this Privacy Notice, we do not disclose personal data that we collect about
you, or which you provide to us, to any third party. However, for the purposes set out in the
table in Paragraph 4 above, we may be required to share your personal data with the parties
set out below:


Internal third parties: Companies (i.e. a parent company, a subsidiary company
and/or a parent of another subsidiary company) for (i) the provision of and
administration of the Website, (ii) ensuring your queries are directed to the correct
ARYZTA entity, and (iii) ensuring your career opportunity queries are shared with
relevant recruitment persons within ARYZTA’s group.



External third parties: Companies that provide products and services to us such as
professional advisors, IT systems suppliers and support, HR management systems,
data storage solutions, IT developers, insurance providers, analytics companies,
website hosting providers and other service providers.



Public and Government Authorities: Entities that regulate or have jurisdiction over
us. We will be required to disclose your personal data in order to comply with any legal
obligation if we are ordered to do so by a court of competent jurisdiction, law
enforcement body, regulatory authority or administrative authority, or in order to enforce
or apply our terms of use and other agreements, or to protect the rights, property, or
safety of ARYZTA, our customers, Website users or others.



Prospective Buyers/Sellers: Third parties to whom we may choose to sell, transfer,
or merge parts of our business or our assets. Alternatively, we may seek to acquire
other businesses or merge with them. If a change happens to our business, then the
new owners may use your personal data in the same way as set out in this Privacy
Notice.

We require all third parties to whom we disclose personal data collected via our Website to
respect the security of personal data and to treat it in accordance with the law. We do not
allow our service providers to use your personal data for their own purposes and only permit
them to process your personal data for specified purposes and in accordance with our
instructions. Unless prevented by applicable law, we will notify you when your personal data
may be provided to third parties in ways other than explained above, and you may have the
option to prevent such sharing at the time that we notify you.
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Sharing your personal data in other countries

Your personal data may be transferred, stored and accessed within the European Economic
Area (“EEA”) or transferred to, stored in, and accessed from countries outside the EEA in order
to fulfil the purposes described in this Privacy Notice. For transfers to countries outside the
EEA, the data protection regime may be different than in the country in which you are located
and will therefore be based on a legally adequate transfer method. Whenever we transfer your
personal data out of the EEA, we ensure a similar degree of protection is given to it by ensuring
at least one of the following safeguards is implemented:


Where the country has been deemed to provide an adequate level of protection for
personal data by the European Commission. For further details, see European
Commission: Adequacy of the protection of personal data in non-EU countries.



We may use specific contracts approved by the European Commission which give
personal data the same protection it has in Europe. For further details, see European
Commission: Model contracts for the transfer of personal data to third countries.



Where service providers are based in the US, we may transfer data to them if they are
part of the EU-U.S. Privacy Shield which requires them to provide similar protection to
personal data shared between the Europe and the US. For further details, see
European Commission: EU-US Privacy Shield.

We will provide you on request a list of the countries located outside the EEA to which personal
data may be transferred, and an indication of whether they have been determined by the
European Commission to grant adequate protection to personal data. Where applicable, you
are entitled, upon request to receive a copy of the relevant safeguard (for example, EC model
contractual clauses) that have been taken to protect personal data during such transfer.
7

How your personal data is secured

ARYZTA is committed to maintaining the security of all personal data which is processed
pursuant to this Privacy Notice. We maintain appropriate physical, procedural, organisational
and technical security measures intended to prevent loss, misuse, unauthorised access,
disclosure, or modification of personal data under our control. We have also put in place
procedures to deal with any suspected personal data breach and will notify you and any
applicable regulator of a breach where we are legally required to do so.
8

How long do we keep your personal data?

We keep your personal data for no longer than is necessary for the purpose for which it was
processed and no longer than is allowed under applicable data protection law. To determine
the appropriate retention period for personal data, we consider the amount, nature, and
sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure
of personal data, the purposes for which we process personal data and whether we can
achieve those purposes through other means in addition to the applicable legal requirements.
We also retain personal data if required by applicable law or if justified to do so under applicable
statutory limitation periods.
9

Third party websites

This Privacy Notice does not address, and we are not responsible for the terms of use, privacy,
content or other practices of any third-party website, including any third party website to which
a link is provided on our Website. The inclusion of such a link on our Website does not imply
any endorsement of the linked website by ARYZTA.
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Your legal rights

You are entitled to a number of rights with regard to our use of your personal data, including
the right to:


Request access to your personal data. You are entitled to receive a copy of the
personal data we hold about you and to ensure that we are processing such data in a
lawful manner.



Request correction of the personal data that we hold about you. You are entitled
to have any incomplete, outdated or inaccurate personal data we hold about you
updated and corrected.



Request erasure of your personal data. This enables you to ask us to delete or
remove your personal data where you believe that there is no good reason for us
continuing to process it, where you have exercised your right to object to processing
(see below), where we may have processed your personal data unlawfully or where we
are required to erase your personal data to comply with law. We may not always be
able to comply with your request of erasure for specific legal reasons which will be
notified to you, if applicable, at the time of your request.



Object to processing of your personal data. In certain circumstances, you may be
entitled to object to our processing of your personal data where we are relying on a
legitimate interest (or the legitimate interest of a third party) as the legal basis for such
processing, if you believe that such processing impacts on your fundamental rights and
freedoms. In some cases, we may demonstrate that we have compelling legitimate
grounds to process your information which override your rights and freedoms.



Request restriction of processing of your personal data. You are entitled to ask
us to suspend the processing of your personal data in the following scenarios: (a) if you
wish for us to establish the accuracy of the relevant personal data; (b) if our use of the
personal data is unlawful but you do not wish for us to erase it; (c) if you require us to
retain the personal data (even if we no longer require it) as the personal data which we
retain is necessary for you to establish, exercise or defend legal claims; or (d) you have
objected to our use of your personal data but we are required to retain it in order to
verify whether we have overriding legitimate grounds to process it.



Request the transfer of your personal data to you or to a third party. If requested
to do so, we will provide you, or a third party you have chosen with your personal data
in a structured, commonly used, machine-readable format. Note that this right only
applies to automated information which you initially provided consent for us to use, or
where we used the personal data to perform a contract with you.



Withdraw consent at any time. If and to the extent we are relying on consent as the
legal basis to process your personal data, you are entitled to withdraw your consent to
such processing at any time. This will not affect the lawfulness of any processing of
your personal data carried out before your consent is withdrawn. If you choose to
withdraw your consent, we may not be able to provide certain services to you. We will
let you know if this is the case at the time you withdraw your consent.



Contacting the data protection supervisory authority: Data subjects have the right
to make a complaint at any time to the applicable data protection supervisory authority.
We would, however, appreciate the chance to deal with your concerns before you
approach the data protection supervisory authority, so please contact us in the first
instance using the information listed in Contact Us below.
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To exercise one or more of your rights in respect of your personal data, please contact us
using the Contact Us details below. We will respond to your request(s) as soon as reasonably
practicable, but in any case within the legally required period of time.
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Updating your personal data

It is important that the personal data we hold about you is accurate and current. Please keep
us informed, using the Contact Us details below, if any of your personal data changes during
your relationship with us.
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Changes to this Notice

We will change this Privacy Notice from time to time and any changes will be posted to the
Website. This version of the Privacy Notice was last updated on 24th May 2018 and historic
versions can be obtained by contacting us using the Contact Us details below.
13

Contact Us

If you have any questions about this Privacy Notice, including any requests to exercise your
legal rights, please us the Contact Us function of our website

6

